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1. Salient Features of the Presentation- The presentation was based on two 

cases of the year 2020-21 where frauds were perpetrated taking advantage of IT 

Applications being used. 

1.1 Case Study 1: High Value Fraud in a PSU (General Insurance 

Company) 

1.1.1  Overview  

(a) Fraud happened at the Large Corporate Brokers Cell (LCB), Mumbai. The LCB 

operates 4 current accounts with various banks for different kinds of transactions. 

Accounts department of the Branch is fully empowered to operate these accounts. 

(b) The frauds were committed by an official reported to be brilliant and hard 

working. Was perceived to be very helpful and willing to take up the workload of 

others. Built up good rapport and trust with colleagues leading to the sharing of 

passwords, etc. 

1.1.2 Fraud Detection  

(a) One of the Banks flagged certain suspicious transactions in the Corporate 

Current Account, where the authorizer and beneficiary name were the same. 

Transactions were around Rs.8 crores for a period of 8-10 months of 2020-21. (The 

spouse of the official is working in another office which provides IT support to the 
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Branch). A Vigilance Team along with the LCB Head were directed to reach office 

well before “opening” on the very next working day with 2 witnesses, collect the 

desk key and carry out a complete search of the office, and seize the computer 

system of the official. 

(b) The search revealed shocking details:  incorporation of companies in their 

names, DDs obtained favouring parents, real estate investments, share market and 

mutual fund investments; thus clearly establishing the involvement of the spouse, 

who worked in the bank, as well. A formal complaint with the State Police was 

lodged against both of them. 

1.1.3 Modus Operandi 

(a) One corporate Current account is maintained for remittance of Tax to the 

Government. Citing the pandemic, permission for online operation of the bank 

account was obtained. Tokens obtained from the bank for Initiator and Authorizer 

roles with two factor authentication were misused. Among the documents seized 

from the desk of the officer was a notebook containing passwords of other 

authorizers. OTPs received by others were freely shared with the delinquent 

officer. 

(b) An account with another bank is maintained for the purpose of cheque 

payments for satisfying court awards and payment to utilities. 288 DDs were 

obtained in favour of real estate companies and other investments by 

misappropriating around Rs. 129 crore from the Company Account based on 

forged authorization letters to the bank.  

(c)  Another Bank account is meant for claim settlement and other insurance 

related payments through NEFT. While making payments by NEFT, local masters 

were created by retaining the correct beneficiary names but the beneficiary account 

numbers were changed to the officer’s and other family/relative’s accounts. 

 

1.2 Case Study 2: Fraud in a Provident Fund Organization  

 

 

 

 



3 
 

1.2.1  Overview  

Work processes were reorganized through introduction of new IT Systems during 

2010-12.There was provision to create a new member ID with zero balance to add 

a legacy member whose data was not migrated from the old system. 

1.2.2 Fraud Detection 

(a) A complaint was received on 18.05.2021 by the Organization that large scale 

fraud was being committed by making bogus withdrawals of PF in the name of 

fake employees of closed establishments. Modus operandi of the fraudster was to 

bribe persons and acquire their Aadhaar Cards, Pan Cards and Bank Passbooks. 

These documents were used to portray them as employees of closed establishments 

for facilitating claims/ withdrawals ≤ Rs.3 lakhs each. In the period March 2020 – 

June 2021, payments totaling Rs.2,71,45,513/- were made against such fraudulent 

claims from bogus members.  

(b) On detection of this fraud, entire data of zero balance accounts of the regional 

office for the last few years was verified. This revealed similar fraudulent activities 

through creation of 727 bogus member accounts, addition of fictitious balances and 

fraudulent claim settlements across 20 closed establishments amounting to a 

further Rs. 18.40 crores. The transactions were initiated by two employees of the 

Branch and approved by supervisory officers. Verification/Audit Checks across all 

other regions/zones for similar fraudulent activity have been initiated. Total fraud 

amount may be much higher.   

1.2.3 ModusOperandi 

(a) Create member accounts for fake beneficiaries and effect credits using special 

tools (Appendix E).  

(b) Member profile created based on the Aadhar/PAN details of fake beneficiaries.  

©  Generate claim for the fake member account. 

(d) Process and approve the claim.  

(e) Disburse the amount through NEFT to claimant’s bank account.  
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1.3 Lacunae  Identified 

a) Absence of secure access controls based on biometrics or OTP. 

b) Failure of users to protect login ID/passwords. 

c) Lack of appropriate level of authorizations as per risk perception.  

d) Lack of adequate system-based controls for operations in vulnerable accounts 

e) Deviation from SoPs for creating and crediting member accounts and claim 

settlement 

f) Concurrent audit system was predictable (for transactions of Rs 5 lakhs and 

above) which was circumvented by the fraudsters by keeping the fraudulent 

transactions below this limit. 

g) IT System was not sophisticated enough to harness machine learning or 

artificial intelligence to identify unusual transactions and create alerts. 

 

2. Way Forward  

2.1 Use of technology is, both, inevitable and desirable. Greater use of 

technology poses greater challenges.  

2.2 Greater vigilance and awareness is necessary while leveraging technology in 

all new structures and processes. 
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